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Useful Website

common)sense®

media

www.Commonsensemedia.or

Common Sense Media Qelps families make
smart media choices. We ofter the largest, most
trusted library of independent age-based ana
educational ratings and reviews for movies,
games, apps, TV shows, websites, books, and
MusIC



History of the Internet

=1992 — Ten websites

=1997 — 1 Million websites
=2001 — 29 Million websites
=2005 — 65 Million websites
=2010 — 200 Million websites
=2015 — 1 Billion websites




\
Internet usage in one day

"Internet users - 2,690,000,000 Approx ~ N
*E mail Messages - 130,000,000,000 Approx (\7' \ A
"Google Searches - 1,500,000,000 Approx h

Usage in 1 Minute
= 25,000 items bought from Amazon

dMazon

" 67,000 Photos uploaded onto Instagram

= 100,000 Youtube Videos viewed
= 571 New Websites registered




According to a report by the Office of the Children’s Commissioner, Children
have on average 1,300 pictures and videos of themselves posted online by the
time they reach the grand old age of... 13.

In a report titled, Who Knows What About Me?, it was revealed that children
aged 11-16 post on social media on average 26 times a day, which means by the
age of 18 they are likely to have posted a whopping 70,000 times



WhatsApp

Snanchat




Important Instagram Terms & Conditions

* You must be at least 13 years old to use the Service

* You may not post violent, nude, partially nude,
discriminatory, unlawful, infringing, hateful, pornographic or
sexually suggestive photos or other content via the Service

Instagram does not claim ownership of any content that
you post on or through the Service. Instead, you herby
grant to Instagram a non-exclusive, fully paid and royalty-
free, transferable, sub-licensable, worldwide licence to
use the Content that you post on or through the
service, subject to the Service’s Privacy Policy




There are good reason for this age restriction to be in place. For example:-

Inappropriate content,

Lack of maturity to use the site safely,

Exposing them to harmful content,

Risk of being contacted by Sexual predators,

Creating an online profile which will be hard to remove in the future,
Placing added pressure on the child to deal with situations beyond their
years.

The list goes on but as parents you need to be aware of the safety
implications by allowing your child access to Social Media at such a young

age.
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Only post on social media if :-

*You would be happy if your parents see it
*You would be happy if your children see it

*You would be happy if it was posted on the front
page of a newspaper

*You would be happy for your enemy to see it

*You would be happy to see it in 5 years time



Smart Rule

» Safe — Do not share personal information, email,
phone numbers, address and passwords.

* Meeting — Never meet someone you have only met
online.

* Accepting — Do not open emails, texts and files
from an unknown source, this can lead to malware
or a Virus.

* Reliable — Information on the internet is not always
true. People post false details.

*Tell - Inform a parent or carer or a trusted
friend/teacher if anything online makes you feel
uncomfortable or worried.



? CEOP REPORT
ceop.police.uk

According to the Child Exploitation and Online Protection Centre
most child sexual exploitation offences take place online. These
offences include deceiving children into producing indecent

iImages of themselves, engaging in sexual chat online or sexual
activity over a webcam.

Analysis by the centre reveals that 13 and 14 year olds
represent the largest single victim group.

@
take part, take pride Sutton



Geo Location Services

Digital Images taken on a phone camera can also expose your location
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CYBER - BULLYING TRAITS

It is an invasion of personal space for young people and is all encompassing
and penetrating.

The audience can be large, reached rapidly and can be unknown

It is easier for perpetrators to remain anonymous through the online
world or masquerade as another person

The target of bullying can be anyone as physical and other factors do
not come into play.

Often young people who engage in cyber-bullying get involved in an
unintentional way.

There is a disconnection as they are removed from the face to face.

There is an evidence trail in the online world therefore there is the ability
to track people



Advise for young people and their
families regarding cyber-bullying

= Tell someone you trust

= Report any cyber-bullying, even if it's not happening to you
= Never respond/retaliate as it could make matters worse

= Block the cyber-bullies from contacting you

= Save and print any bullying messages, posts, pictures or videos that
you receive

= Make a note of the dates and times they are received
= Keep your passwords private

= Don’t post any personal information or pictures online



What does the Law say
Communications Act 2003

Sending by means of the internet a
message or other matter that is grossly
offensive or of an indecent, obscene or
menacing character or sending a false
message for the purpose of causing
annoyance, inconvenience or needless
anxiety is guilty of an offence liable on
conviction to imprisonment.




Malicious Communications Act 1988

It is a criminal offence to send an
electronic message that conveys
indecent, grossly offensive, threatening
material or information that is false or is
of an indecent or grossly offensive nature

if the purpose was to cause a recipient to
suffer distress or anxiety.




Computer Misuse Act 1990

You can not impersonate or steal
someone else’s identity online.
This means that writing a status
on social media pretending to be

your friend, is technically against
the law



SEXTING
YOUTH PRODUCED SEXUAL IMAGRY

« By Children and young people under the
age of 18.

« Of Children and young people under the age

of 18 that are of a sexual nature or are
indecent.

 The images are shared between young
people/or adults via a mobile phone, hand
held device or website.
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Around 1 in 7 young
people have taken a semi-
naked/naked picture of
themselves.

Over half went on to share
the picture with someone

“ NSPCCO

Gruelty to ohildren must stop, FULL STOR.




childnet.com APP wyiPIT”

Get flity chat back on track




Digital Footprint

= Try googling yourself and your family, this will show your
digital footprint.

= Click on images when googling to see what pictures of your
family maybe out there.

= If you find something inappropriate then so can someone
else.

= Google will remove personal information if requested to do
SO.



We ALL leave a digital footprint

Once it’s on-line it’s
virtually impossible
to scrub out [ .. and the data

on you will follow
you around for life

//

graham @ogilviedesign.co.uk




Reputation Management

Always be careful when you post something online or upload a photograph
Once it is sent or uploaded it may stay there for ever
If it is copied or resent, then you may never be able to remove it

When you apply for a University or your first job, you will probably be
Googled.

Other people will be able to find out what you have said and done on Social
Media,

Think before you click




Paris Brown 17 Years Old
Youth Police and Crime
Commissioner for Kent.

She lost her job after 7 days
because a newspaper found
out that when she was 14
years old, she had posted
some inappropriate

comments onto Social
Media.




Key Messages - Summary

= Know who you're talking to, people aren’t always who they say they are
= Learn how to use and set security settings across a range of devices

= Keep your personal information private

= Know how to report on sites and services you are using

= Implications of children having unsupervised access to the world wide
web

= Understand digital footprint:

= Uploading Self-taken images and videos

= Location-based photographs — Geo tagg
= Future implications of actions of online behaviour
= How to report to sites

=  CEOP (Child Exploitation Online Protection)
= NSPCC

= IWF (Internet Watch Foundation) [

CEOP REPORT

ceop.police.uk




There are some search providers designed for children

www.swiggle.org.uk
www.kidclicks.org
www.Kidrex.org
www.Kidzsearch.com
www.safesearchkids.com
www.factmonster.com
www.gogooligans.com
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So what can we do?




There are some search providers designed for children

www.swiggle.org.uk
www.kidclicks.org
www.Kidrex.org
www.Kidzsearch.com
www.safesearchkids.com
www.factmonster.com
www.gogooligans.com
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80% of kids have phones with cameras
& private images are being shared widely.
How can kids keep themselves safe?

Before taking a photo...

STOP- & THINK

w SelfieCop is 2 new Agp that can teach kids safer camera
cop | bebawviour by allowing parents to keep track of photos &
\/ videcs taken on their childs phone. wwwselfiecop.com



Youtube for kids app

Easy to set parental controls.

Limit which videos children can watch
Set a time limit

Switch off the search function

Set an age appropriate filter




PEGI
Pan European Games Information




FORTNITE

The PEGI rating for this game is 12 years old. However, PEGI does not take
chat features into consideration when rating games.

Fortnite Battle Royale says it does not direct the game to children under the
age of 13 in the UK.

The App Store says that users must be 12+ to play.
There are in-app purchases, which can become expensive.

There is a chat feature in the game that allows users to contact each other
using voice or text.

There is cartoon violence in the game. You can use a variety of weapons to Kill
other players, such as guns and axes.



PLAYTING
HMIHNECRAFT

SAFELY

O, ® NSPCC
Let's keep kids safe online

The world of Minecraft
Immerse yourself in the game with our infographic and learn
how to talk to your child about staying safe.

NS PCC




¢ Tik Tok

150 million daily users.

What is TikTok and why does it own Musical.ly?

Chinese video platform TikTok has taken over Musical.ly, merging the two app
powerhouses. In China, the app is known as Douyin and has over 300 million
monthly active users, much bigger than Musical.ly’s reach.

Whilst TikTok is based around users uploading short videos of themselves, like

good old Vine used to do, it doesn’t have the emphasis on music and songs like
Musical.ly did.



Parental controls that will enable parents to shut-off chat
capability.

Age visibility so that parents can easily determine that the
settings for their kids are age appropriate.

More stringent chat controls for under 13s restricting a
greater range of words



I . au r l O PHONE + hard case

KD UK has announced that the Kurio Phone will be the first smartphone
developed specially for kids.

The Kurio Phone looks like many other Android handsets on the market
but safety is a key priority and as such has the firm's KurioGenius
Parental Controls onboard. The smartphone itself has a 4in screen,
Google Play and Kurio app stores, Wi-Fi, Bluetooth and a microSD card
slot.



Thinkyouknow CEQOP

Hi...

577 8-10? 11-167| Loy fexcher

Welcome to the thinkuknow website
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Captain Kara and Winston's
SMART Adventure

The SMART Adventure illustrates Childnet's SMART rules
and includes a real life SMART Crew of young people who
guide the cartoon characters in their gquest and help them
make smart online decisions.
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TIPS FOR PARENTS/CARERS

When you buy a game console/Mobile phone make sure you ask the vender about its online
capabilities. Know what the equipment is capable of.

Think about the location of the game console. Keep it in a common area if possible. A family room is
best for monitoring and supervision. Don’t allow children to have internet enabled devices in their
bedroom until they reach an age and maturity to keep themselves safe.

Discuss the risks with your child. Don’t wait for something to happen before you talk to your child
about the potential risks of gaming online. Ensure they have privacy settings activated and help
them to understand why this needs to be done.

Gaming sites/Social Media often have ways of reporting abusive chat and blocking unwelcome
contact from other users. — You should know how to do this.

Ask your child what they are playing or what Social Media they are using. Take an interest in your
child’s on line life — just as you would if they were in a football team in the real world. Watch them
playing and always keep lines of communication open.



What can you do now

U Search yourself online

O Check privacy settings

O Use strong passwords

O Update software

O Think before you post

O Review apps and remove any you are not using.
O Build a positive reputation.

O Set that very good example to your children when you use
Social Media, e mails and the Internet.

[ operate online in a way which would not call into question your
position as a professional;



Useful websites:

e www.thinkyouknow.co.uk

e www.internetmatters.org

o www.kidsmart.org.uk

e http://childnet.com

e http://www.nspcc.org.uk

* https://parentinfo.org

* https://www.commonsensemedia.org



Thank You for Listening
Have you any Questions?

Cognus

Jenny Rowley: Education Safeguarding Lead

Stephen Welding: Esafety/Social Media Adviser
Gill Bush: Education Lead, MASH

Mick Bradshaw: Outdoor Education Adviser

stephen.welding@cognus.org.uk





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


